Special Topic

SPECIAL TOPIC - LIVE VULNERABILITY

PHP2Shell

CVE-2026-109618 & CVE-2026-109619

The bug you already know how to exploit — this time in the runtime
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It started with a 6 a.m. phone call

October 21, 2026.

“Patch every PHP server. Now. Two critical RCEs, no
authentication.”

Then the real question:

How many PHP servers do we even have?

Inventory said 12.

Reality: nobody knew. One was running WordPress. Three were
old internal tools. One was

under someone’s desk.

WY ermunhinged o

Security called me at 6:12 AM today.
"Patch every PHP server immediately."
| asked what happened.

"Two critical vulnerabilities. Remote code
execution. No authentication required."

Cool.

How many PHP servers do we have?
According to inventory: 12
According to reality:

Nobody knows.

We found one running WordPress.
Three running old internal tools.
One under someone's desk.
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@IT_unhinged - the sysadmin reality




This is the tool that caused the panic

One HTTP request.

No login. A shell.

The researchers’ tool auto-targets the big PHP apps:

WordPress v Drupal v Joomla v

+ remote memory disclosure of any PHP app.

Look at the terminal - “PRE-AUTH RCE CONFIRMED
uid=33 (www-data)”

£ sagizo@
- @sagitz_

Today we disclose PHP2Shell - remotely
exploitable memory corruptions in PHP

WordPress pre-auth RCE:

Drupal pre-auth RCE:

Joomla pre-auth RCE:

Remote memory disclosure of any PHP

application:

Read more (J M
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@sagitz_ - Wiz Research — the disclosure



Governments told people to pull the plug
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@takaichi_sanae - Japan (translated)
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Japan, national advisory:

“Check if your public sites use PHP.
2 NON=W= S Qe s o T ey U] Apply tonight’s 11 PM patch ASAP.
If you can’t, taking the site offline is
LR PO EC RO TE S i way to cut risk.
WF— MK E#EZ Shell (PHP2Shell TE]
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BIBWE PHPBI TR2F4HT, T2
1A 59% BIMSPENRERIBMR . SR 22:0
- IR b o n AR R A ESTE  “PHP < 8.1 gets NO patch. ~59% of
. i public hosts still run old versions.

EEE@ P'j: 7. PHP 5\@{@2@55@@@\, Y When the patch drops, the whole

04:07 - 10/21/26 - 479K Views
Q 150 11345 Q) 21K [] 519

Relevant v View ¢

@nyxvoid92 - the panic (translated)



You have already exploited this exact bug

Everything in PHP2Shell is a bug class from THIS course — just in a huge target.

Lab 1-2 Overflow a buffer, corrupt memory you shouldn’t reach
Class 12-14 Leak an address to beat ASLR; reuse libc / PLT-GOT for code exec
Week 11 Use-after-free + heap grooming to land attacker bytes in a freed slot

PHP2Shell = all three, chained, against a server that never restarts.




The one new idea: the server never forgets

Our lab binaries start fresh and exit. A PHP worker is long-lived — it serves request after request, and is
supposed to wipe its state between them.

ONE WORKER PROCESS — survives across requests

Request A Request B Request C

(attacker) » state NOT » trips over -

breaks something fully wiped the leftover

Remember two words for the rest of today:

Producer — the request that leaves broken state behind. Consumer — a later request that uses it.



Both bugs share one villain: how PHP gives up

When PHP runs out of memory, it doesn’t clean up on the way out. It jumps.

What SHOULD happen What actually happens

Finish the operation — tidy up each half-done zend bailout() = longjmp ()

thing = reset globals = end request cleanly.
a jump across functions, straight to shutdown —

skipping all the tidy-up.

That “goto” leaves two kinds of wreckage — one bug each:

109618 a half-built object the cleanup still trusts 109619 a pointer to memory that'’s already freed



Bug #1 — the half-built object (CVE-2026-109618)

PHP marks “slot #5 exists” before it has finished writing slot

Start building 4s

The allocation for slot #5 fails — longjmp aborts. But the

Run out of memory count already says it’s there.

Shutdown reads slot #5 as a real object and follows its

Cleanup trusts the count .
(garbage) pointer.

With heap grooming (Week 11!), the attacker owns those garbage bytes — code
execution.

Reaching “out of memory”: a crafted multipart upload inflates internal structures without tripping upload limits — under post_max_size, still
over memory_limit. Path dates to PHP 5.4 (2012).



Bug #2 — the ghost pointer (CVE-2026-109619)

A global still points at memory that was already freed. The next request follows it.

PRODUCER CONSUMER

Request hits a fatal error (OOM,
timeout, failed require...). longjmp

aborts before the global is reset. »

A later request touches that global
before init resets it — attacker
now controls freed memory. Use-
after-free.

but the global
still points here

The sneaky part: the “consumer” can be a mere warning message. Hiding it with @ or display_errors=0Off

doesn’t help — generating the warning is what touches the dead pointer.

Default trigger: session upload-progress runs this path before your app code does — no session_start() needed. (Confirmed RCE case on PHP
8.5 via the fatal-error backtrace global.)



The payoff: read server memory from a cookie

You don’t need full RCE to see the danger — just a read primitive, exactly like our GOT leak to beat ASLR.
a Prime A multipart upload makes a session pointer point into the request heap.
Force OOM — longjmp aborts, the heap is freed, the pointer dangles.
Send a second upload to the same worker; cleanup runs before reset.

° Leak PHP trusts the dead pointer and writes those bytes into your cookie.

HTTP/1.1 200 OK
Set-Cookie: PHPSESSID=%00%7£%45%4c%46%02%01%01...

t raw bytes of freed server memory, handed to the attacker

Same move as Class 14: leak first, then aim. Chain this read into the Bug #1 write and you have pre-auth RCE.



How they fixed it — and what you’d tell a client

The real fix If you can’t patch tonight

Stop jumping. OOM no longer calls longjmp mid- e memory_limit = -1 (admin-enforced)

operation — it waits for a safe point, or exits hard.
e session.upload_progress.enabled =0

Wipe the room. Shutdown now resets the full set

of request-owned globals before freeing the heap. » fatal_error_backtraces =0 (8.5)

e bound request size at the proxy; restart workers

Stopgaps only — other variants may.exist.

Update is the only complete fix:

PHP 8.1 and older are end-of-life — no official patch. If you're on them, you're on your own.



What to take away

Memory bugs scale. The classes you practice on tiny binaries are what put 22M servers at risk.

The abort path is attack surface. “Safe” error handling that skips cleanup is where the bug lived.

Shared state is dangerous. If a process serves many requests, one can poison the next. Reset, never
assume.

Talk it through
1. Why is Apache mod_php rated worse than PHP-FPM for the same bug?

2. Why don't @, display_errors=Off or error_reporting stop Bug #2?

3. We leaked bytes into a cookie — trace the path from that read to full RCE using Class 12-14.

4. Which Week-11 heap skill makes landing attacker bytes in the freed slot easiest?




Sources & further reading

Reaction posts: @sagitz_, @takaichi_sanae, @nyxvoid92, @IT_unhinged (translated). Credits: Calif.io, Wiz, OpenAl; fixes by arnaud-Ib, iluuu1994,

PHP official advisory (21 Oct 2026) — php.net/archive/2026.php#2026-10-21-5

GHSA-w8hw-w9fx-j79w — RCE via OOM corruption (CVE-2026-109618)

GHSA-6wmf-4rv5-p3rp — RCE via stale global state (CVE-2026-109619)

Calif.io (LCFR) — original research write-up, calif.io/php2shell

Wiz Research — PHP2Shell technical breakdown (symbols & confirmed cases)

Unit 42 (Palo Alto) — threat brief + 22.6M exposure figure

Tenable / watchTowr / Help Net Security — FAQ, exploitation status, timeline

bukka, ndossche.

10



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13

